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|. Introduction

Data, and da acess, lieat the leat of social seence reeach. Billions of
taxpayer dollars are spentsapporting the collection and désanation of federal, state
and local data, billions afollars are spent idata analysis, and this turn, both informa
scierific understanthg of core social science isswsl guides decision in how to
allocate billions of dollars in socigrograns. Although an entire analytical
infrastructure depends on the disseminatibhigh quality data, statistical agencies
which have gone to great exyge to collect such datagtindeliberately destroy data
guality — often in ad hoc fashion -- in orde protect respondegbnfidentiality. Indeed,
many statistical ageses spend io ns ofdollars with concanitant respadent burde,
to collect nicrodata, only to suppress subsi@munbers of the resulting tabular output,
and create tables with unknowsgtatistical properties.

It is now apparent that new challenges#iten the ability ohationa statistical
institutes (NBI's) to releas high quality pulic use data files (see Doyle et al, 2001
Technological advances in cpaoter capat¢y and natching technology combined with
the explosion of online access to federal eséatdlocal adnmistrative records gan that
NSI's must either severely deggle the quality of public usetdéiles or efuse to relese
themin order to protect respondent cioleintiality (see Yancey et al., 2003, Diongo
Ferrer and ®rra, 2003 for excellent reviewd matching technology). This has very
serious practical consequences.

The response to this threat the statistical communityas been to develop new
technical ad non-techrcal appoactes that wl protect confidentialitybu that will also
maintain thesane quality of statigical andysis than was possible using old techniques
(see, for example the work by Agrawal and Srikaut (2008icwexenplifies the work
on privacy preserving dataining). The NSI conmunity is also responding to the issue —
the Conference of European Statisticiegrsenly estalished a working group to
recomnend approaches toiono-data access.

One very pomising tednical apprach has beeto develop multiplymputed
synthetic nicro-data (Rubin 1993).hIs has the advantage of opletely protecting
individual confidentiality, asvell as providing users with eess to data whereverth
wish, but inposes substantial data producests and has been resisted by the user
community because ofth qudity concerns Another appoach has been to develop
restricted access siteshish pernit researckrs to work on-site with raro-data (Dunne,
2001). Yet a third appeazh has beeto deselop renote access procedures, which has the
advantage of reducing researcher burdenwbith involves substantial invesgnts in
hardware and software. In addition, therékisly to be considerable bureaucratic
resistance to adopting innovaitechniques and algoritisrto protect data transssion
(Blakenore, 2001) — and by the tarhat resistance has been overomnthe techniques
may be obsolete.

This paper describes a proposal tmbine all three approaches: neyn
developing inference-valid synthetiaerodda which can be acceskat a restricted



access site, together wititccess to #h“gold stamlard” analytical dta set through a
Research Data Center network also describes the prisa of the developent of othe
datasets - gticularly multide public usdiles that can be created frothe sarae
underlying data that can be targgiat different audiences.

II. Background

Fienberg (2003) sumarized the technicajoals of disclosure liitation techniques
as follows: (i) inferences should be the sams if we had original complete data; (ii)
researchers should have the ability to rexvetisclosure protection eohanism not for
individual identification, but for inferencesbait palmeters in statistical nodels; (iii)
there shold be suffcient varialles to allow for proper mltivariate aalyses andiy)
researchers should nonly have tle ability to assess gooéss of fitof models but also
be provided with rast sumnary information, suchas residals (to idetify outliers). The
core guiding principle should be to generatleased data #t are as cke to tre frontier
as possile. These pricipleshold just as mch for mcro-data as for synthetic data.

Most of these principles are obeyed wsimthetic datafile (see Muralidhar and
Sarathy (2002), and Abowd andodéicock (203) for reviews). Wiile the approaches
vary (one approach is thsffle data; another is to develop samples pased of draws
from the posterior predictive distriboti of the confidentiadata, given som
conventionally disclosure-controlled datayngor advantage is thahe synthetic data
contain exatty the sane statistichinformation asghe mcro data, whichatisfies
Fienberg's first principle. In the seconplpgoach, while the synthetic dataglcates
(described How) are naidertical, the analytscan use the &ween inplicate varation to
measure the extent to which catdrtiality protection made the inérences less pecis,
which satisfies the second and fourth prihes. The release of ficient variattes,
principle three, is discussed below.

But the use of synthetic data as assitite for public use filesproduced ugsg
conventional disclosure litation techniquefas not caught on with the user coomity.
A magjor problemhas been the concern thag tlesults produced frosynthetic data will
not be the samas those fronthe “real” data The only way to substantively address this
is to conpare the results frorsynthetic dea products with the results on the “gold
standarti confidential saurce file This poses serious constraifidbr a number of reasons.
First, accesto the “gad standartifile is, by dfinition, highly restricted. Second,
because there are typicallyany different posible uses of the roro-daa files, even if
analysis on the synthetic date$ will be “dose” to whaits achieved using the “gold
standard” files with one specification, resgeers have reasonable concern about whether
analyss be “close” ug alternative pecifications®

2 More detiled techntal information is providedin arelated paper Abowd andLane Q004) —anearly
version of which was fresered at Statistics Swden, August2003.

3 Althoughthis may ke due © a lackof researchr familiarity with the dsclosure limtation approaches
currertly in practice —-and the agree towhich increasng pratectionhas affecteddata quality ad infererce
reliaklity.



An obvious solution is to develop a two-pactcess protocol. Effirst part is to
create a remote accestes- a virtual Resarch [@ta Center (RDC) - which can provide
access to the full eiadata repository of infanation, together with the stimetic data.
Researchs can use such site to g familiarity with the déaset sructure, develop
code, and dBnate analtical models. Because the data aretbegtic, the statigcal
institute suplying the data to the emote sitehas to invest considaty less in potection
technologies, which should dispel soof the concerns raised by Blakemore (2001)

The second part is to then re-esitmtlre nodels the radels can be re-estated
at an RDC on the “gold standard” file. To@mparison of the two sets of estites can
be distribtied as widely as posdib—eachandysis will provide an incement to the
common body of knovetlge as to wat works and what doesn’t. This approach is
described in the following sections.

lll. The New Approach
i) The value added of synthetic data approach

One attractive feature tifie syntletic data aproach is that it can be used toatee
multiple pubic use files can be created frotine sare underlying data - targeted at
different audiences. For exata, a derographic dataset such as the Survey of Ircom
and Program Participation (discussetbig has at least twariportant user
constituenes. One constigncy is interegd in modeling tl partici@tion in welbre
prograns that are statepscific, with state spdfic qualification critera — in which cas
geography is critical. Aother constuercy is interesed inmodelling retirerent
decisions — in which case date of birth isical. In another exaple, some users of
business data (such as transportation ageraegarticularly inteested in geographic
detail, while others are intested in industry detail (such aslustry analysts). Providing
both levels of detail on the sardata set ifmediately re-identifiesmportant businesses.
Yet jointly releasing both geography and datd®irth or geogrphy and industry creates
serious disclosure risk, and hence statisigaities typically redae the quality of one
or the aher varialte (or both) — redaing ther utility to both sts ofusers. However,
synthetic data could be used to produce tvparsée dda ses thatcan not be re-linked
for such rerdentification.

Another attractie feature of gnthetic data is the ability tessess the biasein the
protection systerand the potentido cared public use products — since prior releases of
synthetic data do not comprase proposed neweleases. This aspect can be facilitated
by means of the developent of a estrictedaccess data cer and access to thedigl
standard” files at the nationahsistical institute headquarters.

There is, of course, samustifiable skeficism that synthesized dataight hide
important relations that a direct use ok thonfdentid data wouldreveal. Tis is
especiallyimportant ifresultsare davnwardly biased — since thisay discourage further
research. This akes the developant of a feedack loopfrom the gnthetic data to the



confidentialmicrodata essential to develgpnfidence in these pducts and to ensure
their continuous imrovernent — which is what is proposed here.

i). The “Virtual” RDC

A sensible approach for facilitating high gityareseach is tomaintain the data in
a secure, restricted access envirenmbutwidely distribute gnthetic data through a
restricted access rene site. Becawsthe smulated data can be used at less secure sites
than the statistical ageyitself, reseathers can develop amderstanding of the
structure of the datasets and useutiteddata to develop code and esdimbasic
relaionshipsbefore senthg the coé to the an dicia secue site to esmate tle
underlying relationships froiine actual confidential data.

If multiple users can acess the @ane datase andbuild on an existing dabase
infrastricture, there are nuenous advantagesResults can be repéted or expanded —
which is a critical condition foscientifc validity. Researhers can use &sting ddasets
to cut the analysis in different ways, wilfferent foci, which develops a broader
understanding of the generaliddlp of results. In additin, the comran use of sintar
dataset builds a conon body of knowledge, dsas been the case wilblic use files
such as the Public Use MicroSple for the Decennial Census and the Current
Population Survey?.

The corner®ne ofthe dissenmation systemis the virta RDC, a replia of the
research environemt on the Census RDC netwdhat uses synthetic data and the exact
programning environnent of the RDC networto pernit researchergo develop research
proposals and to interact with key Censagloyees. The virtual RDC can be used for
primary research as confidencebiglt in the vdidity of the synthetic data for analysis of
particular types of prograsn More inportanty, it can be used as an incubator for
proposals to analyze the confidential data.e&eshers can directly benefit frafme fact
that the structure of the synthetic dadad the structure of the “gold standard”
confidentid data wee identiaal. Theresarcher would develop the pposal in the saen
environnent as a real BC, thus guaranteeg that the toolsieeded to do the adeling
were available and working properly.

A well usedprecurso to this nodel is the Corall Redricted Access Dt Cente
(CRADC, part of CISER at Cornell). €nCRADC, which was developed under an NSF
Social Datalnfrastru¢ure grant, a well as a National kiitute on Aging grant, ighe
model for the virtual RDC. Authorized userscess data fro authoized providers using
a “window” on the CRADC rachines (which gpear to be ordinary WWdows computers
to the user). The CRADC provides a giete research and reporting envircemn that
fully supports collaboration apmg auhorized users of the santata® Although the
CRADC is a reasonaébd nodel for a virtual RDC, the virtual RDC goes farther. Real
RDCs operate with “thirclient” interfacesto the RDC corputing network, a specialized

* Indeel, avery powerful casefor this approach hasbeen made by Soete ard ter Weel 2003
5 Techicaly, al of the Genss products onthe CRADC are “public use”files; that s, they havebea
appoved bythe Census Disclosure Review Board for geneal distribution.



Linux environnent. The virtual RDC will preide an exact replica ahe supercluster
conputing systenthat we will inplement to create the sythetic data and support the
conplex modeling on the “gold sindard” and synthetic data.

The Census Bureau has already agreeipport an advisory panel of ten experts
and users. feir role will be to provide mgular (three tines/year) feedback onelchace
of data files to be synthesized and tfuality of the data synthesizers.

iii) Researh Data Centers

An importarnt conponent of developing a new confidentialiisotection gstemis
to develop a research data center (RDC) agtwn which the quality of the new data
product can be tested.hd nore sites thaare available and acceslg, the greater the
ability of the scientificcommunity to build the core common body of knowledge
necessary for the acceptance asd of the new data proctu

The existence of such a network iscofirse, critical whéier or not synthetic
data approaches are adopted. Apanentconsequence of the irgasing threat of re-
identification is that rare and nore noise ieing added to public use datasets — with
analytical consequences that wouldumknown without acceds the underlying
confidential data. Since noiseldtion biases cefficients tavards zero, researchers
might, for exanple, incorrectly conclude thaarnings differentials by race and sex had
vanished over tim— rather than realiag that nore noise had been added overdim

The basic structure of the RDC netwankhe United States is well known, and
described in both Dunne (2001) and oa @enter for Economic Studies website
(www.ces.census.gdv Briefly, RDC’s enable externa¢searchers to accesgcm-data
under strict security protocols. All e&rchers must become Special Sworn Status
enployees of the Census Bureau (whintadlves fingerprintingan FBI check, and an
oath to protect the confidentiality cfspondents — which, if broken, subjects the
researcher to the penalty of a $250,000 fine arid§@ars in jail). The researcher must
docunent which files will be accesd, whichvariables used, and for which period of
time. The researeh nmust also émonstrate tht the predomant purpose of the research
is to improve Census Bureau censusesyesys and inter-censpbpulation estirates, and
provide a post-project ceightion that thihas been achieved (see Greenia, 2004).

IV. Application

The LEHD Programin conjunction withan irteragency comrittee that includes
the Social 8curity Administration, Interal Revenue Service, Congressional Budget
Office and other parts of th@ensus Bureau, is developiagublic use file containing
data fromthe Survey of Programarticimtion (1990-1996 panelshd Social Security
administrative/tax dta (\W-2 informationseparately by eptoyer, Summary Earnings
Records, Master Beneficiary Recordapflenental Security Records and Fo831
Disability Records. The confihtiality protection of this puld use file is particularly
challenging because the SIPP source recordsthe re-idetifiable in the exiging
SIPP public uselles, tha is, ths newpublicuse file nust be used independently from



the existing SIPP public uskek.

The developrant of the SIPP-SSA publicse file has provided uch neeled
experience in developing the layers of thaftdentiality programSince this public use
file is targeéed at etirement and didality research for nati@hprograns, all geography
has been removed from the public use portincourse, the geography is still present
on the inerral files, so RDC access can beyded for those varidles. Removal of the
geography was necessary toitithe potentiafor re-idertifying SIPP source recosdn
the existing SIPP public usiels. Peseving mearital relations as well g basic
denography and education variablegyided themaximum extent to which
conventiom identity disclosure contromethods could be used. The interagency
comnittee thought that linking a handful ektrenely coarse deographic and
educational variables from the SIPP to thessive amunts of adnmistrative and tax
data was not the ost effective nethod of providing access these data.

As an alterative, a layered appaoch wasadopted. Successive, catdrtial versions of

the linked data including a lorigt of proposed variablesdm the SIPP and all of the
administrative variables fror8SA (includingthe tax data) ere developed. Researchers
at Census, SA, IRS, and CBO are studyingelvariables in these files, deedn“gold
standartifiles becaus they contain all othe aiginal conficential data. Once the
research teasnare satisfied that the gold sflard files adeqetely provide for the staly

of statistical models relatingehvariables of interest frothe SIPP and the adnistrative
data, a variety of potential public use filesl be produced using theethods described

in this sctian of the poposal. Thesame resarch teamm will then &sess the bias and loss
of precisionfrom the various thnques. Otheresearch s will assess the idaty
and attribute disclosa risks from eaclof the nmethods. The comitiee will then be
equipped with reasonable quantitatimeasures of the disure risksscientific biases,
and losses of precision associated witasible inplementations of these new
confidentiality protectio tedniques. It is exgcted that a public use product will be
available within two yearslnterim products include fullRDC support for the gold
standard files, which contain links that pérthe RDC use of any variable in the existing
public use 82Ps. The SIPP-SSA public use figenot a static prodicWe fully expect
the interaction of RDMased reearchers with the data toopide much needed fedshck

to the process of variab$election and confidentialifgrotection for such files.

Summary

The continued distribution of plib use datdiles is clealy threatenedythe increasd
re-identification risk assciated with both technological adwees in linking software and
the widespread availability @dministrative recads. It isclear that new approaches to
developing public use data filesush be investigated. This paper suggests the adoption
of a three-tiered approach that dmnes boh technical and non-t&ncal approaches.
The technical appexh — the @ation of synthetic datasetscould, in principle, permit
the creation omultiple public ug catasets frona single undrlying confidential file that
could be cummized for multiple dfferent @nstituencies. Tédnnon-technical appachis

to conbine the use of an already well acpRDC network with that of a “Viral”



RDC to both reduce the access costsdmwilop a common body of knasglige about
the quality of the results generated frima analsis ofsynttetic data files reldive to that
from confidential nncro-data. Wile the inital results have beeaguite pronising, more

extensive research is ongoing.
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